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(57)Abstract: 

PROBLEM TO BE SOLVED: To permit a fire wall to 
execute passing without adding change to a fire wall 
software and fire wall configuration by using a 
intermediate server or a proxy. 

SOLUTION: The fire walls 23 and 25 are provided with a 
SOCKS function by which an 'inner' client is connected 
to an 'outer' server. A server terminating proxy 214 is 
connected to an X-server 21 1 in the same way as that 
of an actual X-client. The server terminating proxy 213 
is regarded as a local X-client by the X-server 211 so 
that correction is not required in the X-server 21 1 in 
this case. A client terminating proxy 223 and the server 
terminating proxy 213 use the pre-existed function so as 
to execute a request from an inner side to an outer side 
through the fire walls. An intermediate proxy 26 is 
mutually address possible by the both terminating 
proxies so that perfect in-terminating end connection is 
established between the X-client 222 and the X-server 
211 with the intermediate proxy 26. 
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(54) •fe+3.'Jx^«»amh>^ , J>^0*SS^S« 



(57) [g#j] 

(LSTP) £«fcoT, W^-/SS/cl^n^^ft 

n i ©7 r << T7 *~mm s o c k s / mm 

m7°u*yff\ m l ©t7r>T7**-;l/©rt»fi:;fcS-9- 

~^KmMt^o m2(D7T^T7t~^[H^S0CK 

sMW&7^r>h mmi%7u*yt)\ m 2 <d 7 7 << 7 

So v—fmt>?~>-<7y hiM(D^(Dm^fu^y 

ff\ 2^CD77^T7*-Jl<CDmr>K&%m3CD7u^ 

y ^rsfu^-yt^s) ^TFux-rsct^T-^ 

So 




itmm i ] -9--^ • rfv 7-7*3 z/mim-g&z'p 
%< t & 1 i ©*y F7-7t, 

^7^7yh • rfvr-yay^mm^^^^t 
t i^<D77777F;£#t?f£2<D*y F7-7t, 

<D*y F7-7<DP7lfa--£]ffig£ffi»U £1 ©7 

$^©8$ 9 c t # t* * s «k ^ 7 -r & V 7 F 7 x r 
•rfVr-^ay^ts, Sfl©7r777*-;F 

mmcr f 7x^%7-^s7p77Rif7- ^ • 
fist 7 f tx mm 7 77 7 7 k^«7p ^ 7&y 7 

7-f7yh -77^7-7 3 7^ 

Hi <D7rY77*-;l/C)^t£,D, Sgl©*y h7 

t£ i> TO7p77 t , If—; «S7p7 
5^7^ FHS7n^^^ti^tiH l <D7r777* 
-;F£^LT^[?§7p77fcC>g|i£fi-v\ ^HT'n* 
7ft^w^S7P77fr £ ©SBRi: 7 77 7 7 h mm 

OlE^U • X^-iMF^^filirr^N ^7y h 
33JI*v F 7-7iH87X7A 0 

<D rtfiPsJp 6 *Wff'\©88Ri£?T 3 t 5 J: 3 1 5 

V7h7i7 • 77U7-73 7£:#<&lf!2<77 7 77 

*y F T 7-7iIfH7X7A 0 
[»*a3] ^-/«S7P77fc, 7 7^7>h»S 
7p77£, «7n+^S0CK s^-/«t^# 
7§ h y*iWtm&u V y^^fatf s o c k s y— 

/Wv^^HtrTS, ff3Rlil2tciH«(D/^7y h7c$ 
*y hy-^ilff^xf-Ao 

BUSS 4] -9—^ • 77'J7-7 3 
ft< fcfc ^£3*^1 F7-7fc, 7 

7^7>h • 777 7-7 3 7^8«£-tf-§ 7% < fct 

1^5^7> F£3*y^2©*y F7-7fc, ill 
£f|2©*y hy-Wo^cD-ficD^y H7-7<7P 
yfc°a-7KrJg^ffiab, SU<D7r777*-;F^f f | 

1 ©7r-rr>>*-;I/Ort»^6^»fcSBH*ff 5 c t 
^■e^SA^fcrsy^h^xT • 77'J7-73 7?r 
#t?fgi©7r777*-;F£, -9— ^ • 77'J7-7 
3 >|cj;87 FUXfiWffi&^-^»S7P77t, 7 
7^7>h • 77U 7-7 a yK 7 Kl/X*Wffi& 
77777 F*?S7p77£, H l <D7r777*-;F 
O^IPfcfet), gl©^ F7-7£fg2©*y F7- 
7<DP^f7H*I7y h7-7rt7<SS7P E §7P77fc£r 



#t?^7y F£fft*y h7-7iHH7X7 Afcfc^T, 
H 1 <D7r^77*-;V^bT*^7n^v't^-/S 
HS7p77 1 7 77 7 7 F ^S7p77 t U 

fpmfu ^ytfy-~/mm~?v*><fr z nmm 1 7 77 

7>h »S^n+^ 5 ©SSK t L T 7 7 7 7 7 
h tD-/WMt<:/UX;Hli F 7*;F«7757 

io 77777 F»S7P77;&feft£-t7 7Pe§7p77^ 
77777h • -fe-y h7-y71ffg^Mi75clfct c fco 
Tffl^n+i'i: cofSM^rfU? < X r y 7° t , 
fFP E §7p77idioT, »S7p77 • by h7-y 71f 
$H£IHf U *<D&T*fg 2 ©fg^lt^Xr-y 7fc, 

■9— ^mmy'u^y^m^^, ^mfu^yicmmf 

p77 • by bTv7<m*im?Z££K&'3T:$m 

yu^y t nwmm < xt- y 7t , 

* H 7 p 7 v K «k o T , 7 5 7 7 > F 7 p 4- ~> © g 
IS t7-/^iis7P7-XDg«i: «f K U y—'^RV 

20 fpmfu^y • -by F7y 71f fg^r 7777^ F 

p7viC3lifHb, 7^777- hfttftpHT'P+S' • •by 
F 7 y ^'Iflg^^-/ «S7p 4^-7 fcSMf S X r y 7 

* © ft T- * 7 p 7 7 7 7 7 7 7 h«f4S 7 p 4^ y 1 7 
-/^S7P77t©P^©/^X • X/F-t LT«ftg7S 

[«*«5] TO7p*71c£oT77777M?S7 

T\ 77777 h^iS7P77t7-^HS7°P77t 
30 i^TWa'Jf^ • ^7F7x-7^»7SXry 

7t, 

*7a>J-r^ffi»^tl^@HT'*P E S7P77^bT7 

777 7 h ^ 7p 7 y t v—> mmyu 77© P^b 

•y h77 7|f |g^SWx«7 5Xfy/fc*S5ict 

[Sl*a6] h7^;F^b/c77777Ft-9— 
H <D 7- ^ 5^^7 L Tc b fr fc 7 7 7 7 7 F *?S7p 
77 t7-/^S7P77fc©p E g© h 7*;FKS^MA 

[0 0 0 1 ] 

^m-y h7-7ilfi7Hb, Sffltca, ^7777 
7 h^rtgP7-/^77 F 7X7S C tffT>ii1t^&5 7 
fiS« T7r777*-7J )^«^5nTV^«^T*fe 
oTfc, fi«« T7r777*-7J ©^gptfeSTC 
P7I P77777h^7<D^Ii:7r777*-7(Drt 
g|5}c,g§ 7-/^7 F 7X7S C t WCii S J; 5 



[«©s«] Y>*-*yMi, 

-yh • 7nr-n;l/ (TCP/ I P) 7nh3;I/^fffl 

U KiI7FUXSP^±±/lTfSo Lft^T, 

So ^y?-*-yh^-ftttC, H?^-;P (e* 
jf., y& v^e-h • *x h fc p 9 • 7 y? 5 

Ctftn?^S<fc5tTS773bX-££ST elnet 
•f\ 'Jt-h- *X r-7©fifg^n-*;P • h fete 
§ C t 5 «k o fctS 7°n h ruWf&S 7 7 7 
;VKS^Ph^l/ (FTP) ©IIIMr/rLTjifrf S D 
[0 0 0 3] n-*;l/-x'J7 h7— ? (LA 
N) &£*©*>y h7-7^Y>^-?--y RcSITf Sif 
£\ b^alJ^^Tv^^jg-C^So Sgfcffii&m 
•o{in-#;l/ • *X r--\©7ybX£:5if#LJ;-3 tK* 

SiMT-feS^ v>fetf>« r7r777*-;l/j 
§ctT'fe§o c©¥-g!Mt3\ 7 7-rr^*-;I/S 

77*-;p • *x hmmmm^t, lanaow f-± 

• ^y?7x-XLT77^;^1^*XHce£-r 

f^^s* 1 , ^©^xh-^or^-fex^st-rs 
«b<&So yri'r^t-Misico^m 7 

^'J7AR. fiX^'M'y^ (Wi 1 1 i am R. 
C h e s w i c k) StfXf-f-7> • M. ^n7V> 
(Steven M. Be 1 1 ov i n) TF i r 
ewalls and Internet Secur 
i t yj (Ad d i s o n-We s 1 e y, 1 9 9 4) 

[0 0 0 4] ■b^aU'r-fOKjl^ft/J^-rsi:^ 

LT, SOCKS i:«n5 h5>X^- H^P+i' 

fUiS.Tjyj y F • n7^X (David Cobla 
s) M5>'i;l/R. n7^X (Michel 1 e R. 
Koblas) © TSOCKSJ (UNIX Secu 
rity Symposium, USENIX Ass 
ociation, 1992), 77 — 83 ^— >\ * 
ZXfK^y?- V— (Y i n g-D a Lee) O TS 
O C K S : A p r o t o c o 1 for TCP pr 



(3) 1 0- 2 8 5 2 1 6 

4 

oxy across firewalls] (htt 
p : //ww w. sockso nec. co m/ s o c 
ks4. protocol), &P>mcM. 'J—? 1 (L 
e e c hK M. #XX (Ganis), Y. 'J- (L 
ee), R. 7'JX (Ku r i sK D. 37*7X (K 
oblas), Rtf L. ^a-yX (Jones)© 
TSOCKS Protocol Version5J 
(ftp: // ds. internic. net/rf 
c/rfcl 9 2 8. t x t) ^tClHK^tlTt/^So o 

io h7yx*-n^> • 7-4^77-¥i?«, 77 
7 7 7 * -;l/©1¥ft K: £ S 7 5 7 7 > h t <£ fcfft S 1 o 
©l^iffi^Xf-A^ 7r77y*-/FiJc:<g5fc&%-tir 
S 7°n 4^ ^©JSK^t -5 d 1 1 J; o T b >y ^ 3 y %m 

a&ts,, zvjtv v tyu^yncnm^imLr 

^ -y b-^33tU gl!F£7°n4->^R% £©b~y ^> 
3>- b>y h7v7fiHB CfcfcxJf 7r777*-;V • 
7°n^->coiI^tt±g|j!-rS^*Xh, HTTP 
Y/n-t-^X r-©M7°n hn;W fu^<0^\aty 
x-yftSURL (nr.7*-A • iJV-X • n^r- 

it, z-ryTyYom^K'ifciT, y—;%tm£ft%- 

llSic 7 7 7 7 ^ * -)V<DmU^ h S gijOiKS^X'r A 

LT^-^fc -b >y ~> 3 > • -b >y h 7 -y 7°1f $B££g|-f 5 
ili«t5 0 ffiWOSBH^-b y ^> a > • -b y h 7 y 7° 
^7 b/cft, 7°n^~>« c © 2 oOSiStlBStcf 

• 7°o^>-©ii^-©J;a(c1ffg©nif-^m^t« 

[0005] «rtottIi±, r»j ^7^7>h 
rftgpj lf-;^7Kl/xni:t^t5J; 

^7^7yh%iILTV^/:^ 77-777*-;!/ 

7> h^fsiisn/trt^-y— /^7 fuxts c t^T- 

[0 0 0 6] 

40 ffi#©7r777*-;l" V7F7x7^7r 

777*-;H8(ttaM^ijrj^Sc:t&<, 7r777 

jaT s 5 c t v& s o 

[0007] ifwrnmnmrn, f-^^iv^ixLitm 

[0008] ^mmimsmte, wa'jf^ns 

ti/c7^*;F«3>;7SrL--9 1, ©fflSig!I©/cfe©ji^ 

50 [0009] ifmm<Dm<r>sm±, =i-^ri Dt^xy 



[0 0 10] 

UMhy^Vy? • 7n h-n/l/j L S TP (Light 
weight Secure Tunneling P 

r o t o c o i) ffa&snso uttWfctt* c©a* 

->XfAB 1 OOct5K7°P^> (middle pro 
x y ) t 2 OO^S7°n^i/ (endproxy) t> 

iisttmm l t if f t s ^shs^ss a -r « » c 

ill O7r^7ft-;K0ff^li:$S1)- 
/ J \tf|2<D7 7-i'7'7* — ;KDtf^t£S^7'i'7>h 
2 -3© 7 r J 7 7 * - ;l/H K & S fgfift<Dftt > 7- -y h 

nso «i©7r-rr^*-;i/rt»socKsf8«is*B 

■9— /WT'o+S'ff, H 1 <D7rYT7*-;I/rtg|5-9— 

>M;J\ H2©7rY77*-;FrtgPS0C K sstt? 

<f7> Y%<mftV>W®T?u*i/\t, t©20(D77Y 
77*-;l/^»££fg3<D7°n^> (*B7n^> 
£TO *rh'UX-TSCfc^frSo ftil<D2 0<7)7 0 n 
4-> (y—^t?7^7yb<Dm%s7u*i/) tfi&Wrtk 
UTS < LT^Stf H^o+S/'NOSBH^BS^Sfe 

W^"Ort§PH!S7 p n^^tj;oTffiSt7 FUX 

•snitmmv y?%rd±hy*frt>miLzn%o 

[0 0 1 1] 

mmnmmmtm mm. m\m\itm&?%t. 7 

rY77*-;H 3t£oT^2ftfc2 0C>*y h7 
1 l&tfl 2tfg^£ftTV^ 0 7rY77*-;l' 
1 3 It, fgl©*y h7-^ 1 l£7rY77*-;KD 
mW 5 SH c 5 ft 5 ^IFigftfr 5 ««f 5 ft 46 fc ffiffl £ 

ftSo cKDHT-a, *7h7-7i n±Aao5&aa*y 

r-7-71?^ *'^7-7 1 2f±#@!Wfi:tt-r>^ 
-*7FTW„ ilCi|lT*(±, *vbV~7l Hi-9— 

,<{. 77 i 'jy—>3>'^eii^*Tv^^-/u 1 1 

^7^7>h • 77^-^3 >^ef&£-£TV^ 
^7^7yh 1 1 2tJ;oT«£ftT^?> 0 7r-f77 
*-;H 3©#mt^?,^9Y7>'h 1 1 2±T-eiSL 

m^ryh-r^'j^gyii, *r-m 1 

1 ±T*«lil/tVS1f--/<? • 77°U'y-i/3 >^7 



(4) !Rf#P 1 0- 2 8 5 2 1 6 

6 

i)577^7yh 1 1 2±l?«f&LT^5^^7y h- 
•77'J7—>aW-;n 1 1 ±T««LTV^?,-9- 

• 77'J ^r— > 3 y^7 F UXT S £1 fcff-CSft 
l\ Cftte, coa^7rY77*-;V^j;oT3lS(f 

co«#«n-*;l/- XU7 • h-7- 

* (LAN) ±-CS^fcS8RSftTVS3K©1f--^i: 

[0 0 12] g2t, h-7-^ 2 rtT"9"-^ • 77° 
U^-^a>^ISfl6S*TV>S-9--/ , 5 1 2 inters 
^LX^tt|WI«<DlH^tH^$ftTV^o HI fc^ttt^ 
7^7>M 1 2±7lgftlLT^§^-i'7y h • 7 
7^— >a "9--/U 1 l±l?«iilb 

Tl^-9--^ • 77 1 J^-^>3y^r7FUX-r5c:t^ 

(cftoT^fta; 7rY77*-;H 3li77^7yh 
1 1 2±T*fflLTl^^9^7y h- • 77>J^->3 
20 >tf77-i'7'7*-;M 3 0^a5t£5-9-W5 1 2 1± 

fcff-essiSfcfets,, ta&osocKSfcnffcfftS 

ftjiV7 h7x7 • /W^-^ti^T, 77^77* 
-;M±H2 fcjjrf J; 3 fcrt»fr6ttfP'\©S8R*?T 5 e: 

[0 0 13] H3K:t2-30*y h7-^^*nTV 
%Z<T>*v\-V-t\ 4li^m±m2<D7T^7 
7 *-;H 5 ©tf^t feSB y h V—ty~£h 
5„ LftAbT, 77^77*-;H 5(iBttC3yif 
^0 a-^«7 7^77*-;H 5 0^^?.ec:$ft 

7r-f77*-;Fl 5 <DW&K&%> 9?^7y 
h 1 4 2±T'iiLTl^77^7yh • 77>J^-^> 
3 ySi, Y^^7M2^LT77^77*-;V 
130flfftt$51J-/q 1 l±"c:««lL,TV^-9--^ 

• 77°U ^r— > 3 y\©7 F UX^tS&S Ct^t 
5 0 L^U 77-Y77*-;H 5ti77Y7yh 1 4 
2±T*e«LTV^S^7-i'5'>h • 77'j7-->a^ 
77^77*-;H 5 ©^tcfg^-T Siifc^tSi 

40 ^tC-T?. S O C K SStg^rji^S C fc^T-^SOtC^f 
7r^77*-;H 3tt-9— ^ 1 1 l±T*ii)L-T 

[0014] fiiirt^o^iiMa r^pj 

{i, I3«^7i'7>h 1 4 2±-eWmLTV&Z'7J 
7yb • 77°U^— >3>^-9--/U 1 l±T*»«bT 
i/^-9"-/^ • 77'J ^r-^>3 >^7 F d fc^l? 

50 9U7y h • 77'J ^r— >a >*^SU fiSSSftT 



[0015] &rfK> xmrnK^T-mmttkozt 

X Windows SystemtWSSI 
tmKMLXfflffl-rZo X Windows Syst 
emit UN I Xy-^Xf-i'ayffltM I T^HfiSS 

7i-X (GUI) O^^Plffitil-rsgSffla;!/-^ 

77Y77*-Mft5„ C©*8J©5£«ifl88tt, SO 
C K Sy-h^x^fflCSO C K Sfl^n^Atf 

socks y— h <?x-f c 

T'tSi^frS S 0 C K S^^-v^StSS^tl 
[0 0 16] -tr+aUr^S 

sn/c h y^ztnmt s fe»fcfiwr s 3 oo^-r ^ 

h7-^2 1 «7rY7^*-;I/2 3tJ;oTS 
»2 ft, B %±(D%m^ 7h7-^J/c(Wyh7^'yh 
T*&£>*y h-7-?2 2 13:7 7^7 7* -A- 2 5tc<£o 
TfilSntV^. 7 7Y7 , 7*-;l<2 3<Di!ff£fC«:A 

tt©8ja*v hy-^o-arcfcsxif— ^2 1 
»?, 7rY7^*-;i/2 5©ir»fcf±Bao5aaa*y h 
y-^o— gp-essx^-i'r^F 2 2 2tf&s„ 77 
;l/2 3 1 2 5f±ffiD5rfct, i"rtg|5j ^7^7 

5S0CKS»fitV^ 0 X^7^7>h 2 2 2 

ttfT't«^7^7yh«7°P^^2 2 3 
So ^7^7yh«7n^>2 2 3li, X^7Y7> 
F 2 2 2tctoTn-*;l/X-9--/^T-aED5J;-9fc||^?» 
fcft, X^7^7yh 2 2 2iamJE%h\\7LZ>>&m^ 

[0 0 17] X"9~^2 1 lOrFUXPTftlF^Y^rt 
tC-tj--/^S7P4^>2 1 3tf£SAtt©77-l'77:* 

7°p4^>2 1 3 tt, ^X77-{7yh t S o /c < IHtit 
X-9— ^2 1 ncgg|g-r5Ct^1?*5 0 -9— /^Si-/ 
p4^>2 1 3«X-9-^2 1 lEi^Tn-MX^7 
Y7>F©<fc5£jl&S;fc«>, dd^tX-9— ^2 1 

[0018] m^fu^ymmfu^y-\(D&m^m 

So ^?^7> M*S7p4->2 2 3 fc9— /^KJg^P 
^>2 13 «^#<D«ftg (/tiilf S OC K S) £rfiOT 
LTrt^fr£^t77^77*-;F£HoTS*^T 



(5) !Rf#P 1 0-2 8 5 2 1 6 

S 

C K S^fgfflbT) ffiWO»S^P*^KJ:t>TffiSK: 
7FUXqrffi7?*S^«>^ fFPe§7p4->2 6^LTX 
^7^7>h2 2 2tXf-; i !2 1 lOHKSiSIKS 

[0 0 19] cra7n4->2 6li77^7>hi?S7n 
*y2 2 3 fc9— /^*S7n4->2 1 3<DW73£fcoT 

AbT, 77Y7>H«S7n^>2 2 3 

2 5 SO' 2 3«riliibT^P E §7n4 : -^2 6*7KUXt 
SCtmSo *xy-F^7°P4->£fc««S© 
ff 7 s p 4-><D * H 7° p 4- ^> « 7 p 4- ^ t X 

~>*7 k ux-r So mm cp/i pg^«^^ffl u 

T^SE^ff^nSc «rtJtflfcfttt«U:, ff)7TJ 
y5A£J:oTliBftSft;fefr*IWfcf\ TCP/ I PS 
$T££D, Lf:i!)bT^lT^5 0 *f TCP 
/ I P±TM&B LT F y^;Vflfi©a«S:t+a V 
20 T-J{m*ft5 Tig-fc^a U r-jUM F >*V yf • 7° 
PhP/kJ (LSTP) ^afttSo LSTPte, hy 

^7Yr>h^7°p^~>ts 9--/«S7°p4^>fc> 

[0 0 2 0] »«S7n^>2 1 3t 2 2 3^f^^7°P4 : - 

i/2 s^m&mrt* f vmt, ns^p+^2 1 

3&tf2 2 3!^iiMiLTV'«Sn>tf a-^^©7^tX 

t^fioTv^Aiaot±*|ij»?n5„ i?S7 b p4 : - 

->2 1 3SW2 2 3&, ^PJ7P4^>tf&&Il£nfd£^ 

%o 4^7°p4^>2 6itm.tlKMi.t^miifu^y^ 

[0 0 2 1] ^7°P^>^ 7^7>Ff?S7°P* 
->2 2 3^b«ai^fc9—/^S7°P+^2 1 3fr5© 

en© 2 o©-grr«ggi8fc#oT^s«£\ *Pe§7°p 

4^>2 6tt*<D2 0<D»d|[Jfr!K M%/Vf77)J; 

(C ggK^SSA-r 5o M ffJ Pe§ 7° P 4- ^> 2 6 « 
/^X • X;y- • t-FtftD, -77©^S7°P4^>;¥ffi 

40 73d^Si7°P^^fc(D-fe^a , J7 : -^ •AVFJ/ I -^ 
M% LT C © h > a >J 7- ^ S o 
[0 0 2 2] CilTX^^ry F 2 2 2li77Y7> 
h^7°P+^>2 2 3 tMxtZCtff^ls, X9— ^ 
2 1 Hcitfgfg^$tiT</^^(Dj;9tc:^7p4 : -^2 
2 3fc-r-^^f 0 X77^7> F 2 2 2<p60*)»i 
r-^tioT, 2^<D^iifi7P4 : -^2 2 3&t;2 1 3 
t fFFES7°P4^> 2 6 ioTiilSn/i h y^J^M-D 
TL S TP^yfe-S?^Sl£n, ^fnt <fcoT9— ^ 
HS7 p P+->2 1 3^X9—^2 1 1 i:©g&K;£M*&f 

50 5„ ?©t, X77^7>h 2 2 2*^©f-?tfh> 
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2Ki>xy-~/^2 1 nctSo/c<&t/\ 7-?tt, X 
Vr—rt 2 1 1 A^X^^rvh 2 2 2^\£, X^97 
7yh2 2 2*^Xf-; i !2 1 l^©ffi;frft£]5itftS 0 

co^, iiip©^5-rr>h^^-rr>h • 7°n 
*isK&m Lrmvh y^Mmmm Lit*)* m l^ 

[0023] wfttzt, y—>mmmfu*><i±\Hffl 

X Windows Syste m^—^RXf^-^m 
fuZ-i/tfflHr&C X Windows 

Sy s t emZUTybliZvJyybmmniifu* 

y t wgtr %cttf-?%, sst^^ryh omtitf 

p^^X^7^7>KDfei6t^W^n+yi;S 

-?&z>fctbt, mmwrnmrnnrc^ x wind 

ows Sys t em^7Y7>Mi7rY7^*-;b 
!d^V*OJ;5lCX Windows System^ 
-^7FUXt5Ct^tS ^C7F 

yht ^-^(Dn^nm^yu * ymmztrnz-z ct$> 

[0 0 2 4] H5f±, 7^7> h- • 7 0 n4->fc*fS7° 

tlglT'feSo C©7nfeX«, ^H^n+^tftel&Sft 

^7Y7> hf?S7n7i7^»j£ft, ct^Xn^t 
©gH£:P?S§, fpfSfn^i/K^^ryh • by b7 
yfiffl%:MZo TryhT-yXfpgj 2-3(DL 
STP7n hn^fcSilEf S-«8ffl!gT*&So *^7°n 
7^««S7n4-> • fey h7v7ffif»&a2«L;feSk 
2 # @ ©8$£fSo 0 -9—/ «S7n ft, 

'I'llllVTJ t !: 7i I ] x ""-'m TJ r>/'P'i> 

P^7n4->«*S7n4-> • •fey h7'y7»S5„ 
WSfuir-i/KV—rt • 7u*ist^m7v*is<Dbv 

hr-y ymmmm u -9--/ s«4S7n* t * 5 7 r 

>h • 7n4->fc7P E §7n4->©fey YTvfffli&M 
[0 0 2 5] 7nfeX<Dcl<D(fS7>T\ fflT'o+i'lig 
4->fc-9— /^^Xn^fcC^C^X • X;l/-<DgfiJ 

ctmSo ^^n+i'rtor^J'J XA^fe-y 
h7«y 7°'tf LT Z*> 6 ©«4S7P*5'ff-t**a 
■JtV • /»> 7>x-7^P^7S^i*77;7 0 5 



tit 7777y^4SB7n4^fe*aU7^ • 
K i/x - * ^MH U 7ft77- / ^S7°n4-> 

nsi^Kia^nTvSo -9— /^S7°n4^>«, b 
*aU7^ • >^y k^x-^t-js^u tn^^^-rr 

>HRS^p*^K:iS*n*o MWa'Jf-f -77 
h n £ ft £ t , Wa'Jf-fffiISHft@8* 
ft L TMira© fe -y h 7 -y 71f fg7BM§£ ft, h 
WSSffSTTtSo 38#7S, YVZ-frltftLltWm 
fe7a 'J tV «3i7 5/cfetffi<D*S^>-7yXtf£ 

77 7— >h yt^-7% ■ yyv^-^aytvmm 
^JtZt, m&(r> mb^-LVr-^UMhy^Vy?" 
■ 7n (LSTP) 7£©7n 

T 2 "DiDyfV ^r-y a y(DmVM^m^r-^^± 
tWiLtSdt^tlio 7©ISJil, 77-i'7>'h 
• 7777-VHyfc7- ^ • fr-^a >tt*ft 

[0 0 2 6] -9— • 7n4^v2 1 3t^7^77h • 
20 7n^v2 2 3i4, (1) USE, Bf^{L Rffffiii, 

(2) 77777*-;P©ajit, (3) -r-^JUflt 
*ft"5o *P^7°n^~>2 6ii>577[oI^77 0 t bT«ftg-T 
5„ •9"-/^^7°n4 1 ~>2 1 3iiX"9--/^2 1 UC to 
TX7^Y7>h©j;9icM^, 7^77>'M?S7°n 
4^~>2 2 3«X7^77>h 2 2 2 £ £ oTXf-;W 

j; ^ tc b a s o ?~^mm?u ^7 r y hm 

[0 0 2 7] CcDMIMTIi, 2 0©^7 h7-7 2 1 t 

30 2 2<op E g{cfe^ai;7 L ^fsah>^;y^ii-rs/ci6t 
^<^fr<Dmamm±<D8&itfTr2it e git, c©m 

h >7-;H35iffiT-X Windows Syste 
m^^77>7t7-/^fgfflfe/co LfttfoT, US 
7°o+->(±X7°o Fn;KD#ff^i£SL^ ^fttjS^7 
5J;5t*X^v7X$ftTV^ 0 SI2t, F>7;1/^ 
fe+a'jT-^ffiars-fe+a'JT-^ • 7°n Fn;l/£bT 
Wa7 • V7'V F/l (SSL) ZmfeLtco SSL 

HSI^ff^o Sf3t, 7n+^>^7r777*-;KDrt 

£5 SMS i: L-T SOCKS *IgL/t„ 
S4fc, hy^mm, fl, 7-^ • S 
tf h y7;WK«^xCft7S7S^S«7S7cfet, h 
y^tmc rgfe^a U 7^^ffi« h >7 U >7 • 7°n 

(LSTP) *M»bfeo 
[0 0 2 8] *5gHj§tc:j;S riw a ijf-ffilh>* 
'J>7- 7°n (LSTP) 0 4^77*7 

t, ^7^77h • 774^-^2 2 3 £7P E §7°n4 : -^2 6 
tnmt, 7-^ • 774^^2 1 3 tFf7E§774^>2 6 
50 iOB-pffifflt5^nh3;Ve$5 0 ffS Lt/^HttMT- 



tt, L S T PB^n+j'||Or-^t/n+i/0« 
DOMMONUN I QUE_I NFO - CKD'IflBt 
iltf $B£ffl& Lfcfcft, fTWn^tt 21 © 2 ocDHS 

TOPOLOGY EXCHANGE - Cftlihy 

Wffiofct'OTOPO LOG Y E XCHANGEK 

tfoh^Di? (/ct^jf^tu, rnuxfta its* 

fa&IJU ?OTOPOLOGY_EXCHANGE4H 

SB^n+s/S-^teS-rSo cft£«koT, &&487n* 
PROPERTY EXCHANGE - cnii, 8 

S7n4 : -^^^ngf*fcis-rs'iffB^^-rs c t 

CONNE CT I ON_REQUE S T - C<Og* 
tj;oT-7a©l?S7 B P4 : ->^fWc0^7 0 n+~>tcW 

bt, ^7^7>h • r?v>r—. yaymuryv 

t ij d s d ^s* l tv § c t zmm S C t S o 
B*sns«asti±, k#(d h y*)mn±.<r> r^a 

CONNECT I ON_ACKMCONNECT I O 

N N A C K - CC^CKDjSgfcJ^T, CONN 

ECT I 0 N_R E Q U E S T £r§OTX5 fu^-yt,X V 

y*mm*M&mm%:mAn%f^ms-f% c t 

S E RV I C E_B E G I N_R EQU E S T - C 

SERVI C E B E G I N A C K&ZfS E R V I C 

E BEG I N N A C K - £<D 2 ^©jS^tC X-d 

tzr^v *r-y ayvmrnztmAti^mm^tz 

SERVI CE DATA - CO^yfe-v^ 2 

-rs/cfetfgffl^tiSo ^^-rr>h/-9— 77° 

Vr—i/aytDftti^Olft^S E R V I C E D ATA 

Tlt<D7yjy->'a>'tf 1 OCT C P/ I PffiH* 



(7) !Rf#P 1 0- 2 8 5 2 1 6 

72 

SERV I CE DATA PAUSE - 

■fe-^fc «fe o T> &S7n*^iffi#©&«7n*^;: 
77°U ^r— > a > • r-* ©SMfctfiLf § J; 5 KS* 

S ERV I C E_DATA_RE SUME - C<D>< 

77°'j > a > • T-?<Dmm*nM~?z£ o Km* 

/0 SERV I CE_FREE_REQUE ST - CO 

77°'j y 3 >a^7 u h y^iimmmmtz c 

SHUTDOWN - CftKX-DT, 1fei%ffu$.yiit 
m-ficomm-fu^yKW^-tZ, CtKX-DZb y^)VZt 

ERROR - CCD^yb-J'lCtoT, HS^n^ 

[0 0 2 9] L S T P^H6 K% t&>% 0 *#J©3 0© 

Kim-£tL%CtKWM-£rifrt\ mfoffSKte, t-yh 

7 / 'y7°tlf6iis COMMONUN I QUE I NFOt 

TOPOLOGY. EXCHANGE LSTP^-yfe 

%m?ZT7V^~yay<D&SKl&UT®tft<Dhy 
*;1/©K®£J8 5 tc $> Km 2 ft S o * ^ y * - 
>>'SERVI CE_DATA(i, ^S^D^^HTT^' 

Off, -rftt>*.7n-MW^ffl^ftSo yn<D3~3<D 

.y-fe-J/^ 77°lj ^r-i/g^iMi Lft < 

h >*;P««<D ^ 'J ~y7 y 7°^» 5 fe» fcfiW 5 ft 

[0 0 3 0] Cff) r6-fe^aiJr-f«ah>*U>^- 
7°nhn;l/j (LSTP) h>*;WffiSffli:9-i' 

40 ft!i(D7 0 n h mvmfm S ctt^Sct tfd^Sf 

[0 0 3 1] HSir/n^v'tD^ftH^H 7 CSt. 
7°n-feXMftg7n-y^7 0 1 T**H^n^^tgg|i-r 

Tt^n^Xig^COMMONUN I Q U E_ I 
NFOMTOPOLOGY_EXCHANGE'fe7 h 

Tv?mm*fpr37°u*yKm%o wm-fwt 

7 0 3 u ^- y {M^(oy u^-y(0 C OMMONU 
N I Q U E_ I N F OJkXlT O POLOGY_EXCH 
50 A N G E -fe-y h 7-y 7°tf m^Wfu^-yt^mm 
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So JMZfVvt' 7 0 4T% TOPOLOGY_EXC 
HANGEt-yh7y 71f ffitS^VTVX T^Si^P 
^^^HS^tlSo «»r7n-y7 7 0 5'<?C<D7 0 P*:> 

P»;^7 0 67WaUf^ • m> KS'x-^ffBB&S 

JBFS^P+^tt-fe+aiJr-f • ^>F^>x-7^t^o 
iI/O'y^7 0 8T7WaiJf^ • ^>F^>x-7^ 
y^TTS fc, «t£7n 7^7 0 9 T«S7°n^>i±-tz4- 

a-Vr-jimznfdmzirirc ommonun i q 

UE_I NFOMTOPOLOGY_EXCHANG 

e -y h r v y°mmnmmt s „ # t , «ft£7 p -y 7 

7 1 OT-^n^^tt-b^-a'Jf-^fSllsn/cJS^/l-L 
TBtfC OMMONUN I QUE_I NFOM'TOP 

OLOGY EXCHANGE-t!7 h 7 ~y 7°1h Wt&'ft 

?XS Q ffifr7P-y7 7 1 1 <k!)C©«iS7n 
^>*^7^7> F#?S7°P^>-?£SJi£\ «t67n 
>y7 7 1 2T-c:©7°n4-vttn-77;I/ • ^7-f7> P- • 
77°'J fr-^a >ff88Rf5©fcfSr3„ -y 7 7 

1 3fP-M- 79Y7>P • yyj^r-yaytfl 

• 7°p (LSTP) ^rfgfflLT^©g 

a^yhry^sn, M^nso lt, w 

»t7pv*7 1 l?'©ffiWcJ;f)C<D7 0 P^>^-/<; 
i?S7°P4->l?&Sif^ id?D'^7 1 5-£7°P* 

s/ a ffi^o jKis^ n + i; tm&*m#-r s © *^3o m 

mfu 7^7 16 ^ffl7a«l?S7 0 P + ~>^P. C O N N E 
CT I 0 N_R E Q U E ST^-yfe-^WKJ:, 
riWa'Jf >fffilh>*7l/ • (LST 
P) £€fflLT^C>g|itf)Hry F7-y7°£tU 

[0 0 3 2] ™7n4^>^tlH^0 8tC,i^r„ CCO 
7°P-feX«, £Wr7ny*8 0 l-Z3ffB7D*S/fr&© 
*T L^g$tf 2 5 S CtKioT^ 

*rU^S8Rff£»Aft6tt, WW7n -y 7 8 0 3 T\ tu 
©Sg/)^©^gttS C OMMO NU N I QUE_I N 

fo^ v -b- ^'^iHlgs tixvs ^ £ -5 fr£r«irf s D 

lFJ|g£tlTVft WI^, «tfJ7n 7^8 0 4T*COMM 
ONUNIQUE_I NFORffTOPOLOGY_E 
XCHANGE^ >W[S7°P*MCfB1I2ft, 
7"P^XW7P7^8 0 lfcgt), frL^gf^t 
0 0 ff b^SI^Sf] ?L/i fc 1'iJWVn 77 8 0 3 T- 
©WfrtcJ^TSfBL/cC OMMONUN I Q U E_ I 
NF O^ffltCfBigTftiTV/cC OMMONUN I QUE 
_ I N F O fc-grTS*^ «ft£7 P -y 7 8 0 5 T'^<7) 

2 73<D»i^*fSc: LT 2 73(D5fiR7n4 : -^F E §tc:gSS« 
YrTSo —ab/tC OMMONUN I QUE_I NFO 
««ft£7P -y 7 8 0 6 -egB««fr6ISfc3;£ftSo «t£7~ 
P778 0 7T\ COMMONUN I QUE_I NFO 
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SO'TOPOLOGY_EXCHANGE*7 P-7>y7° 

mitt 2 ^(omrcK-mLrc.mm~?u3ri/M-e#m 

fU W»r7n-y78 0 ltgS„ lCT% »7p4-> 
ipSOff LvfiBKTfiav^ -y -fe-v^Sff L/cif i^, 
MifrTP 77 8 0 81% *f§x-7«#^^©fg|y!*f 

^ffln^it o t v -5 frzm'* s ^s^tf 5 o 

<Di -5 &fg|yM^%Wf im«ir7 p -y 7 8 0 Ucg 
So feS»#tt, «tg7n-y78 0 9i?cFip E §7°n4 : -^a 
^X-X;F-fcLT«tlFrrSo -r&^is, WSfu^y 

io te-^tDmm^mm^-zJtmm*), wr~$>z 
[0033] mm%ffimz~?zrcibK i~z><Dfym~?v* 

is^Lfco LfrL, «&©^7p4^7^7jX7"-F 
LTs a»(D7rY7 / 7*-7l/*iiS¥-©hy*7l/^ 

^©^©V^-ofr^ H2 ©#fiJg|y!^lt73©-7J1i& 

< ^m^?sy°u^y t (Dim^miL-? s <t 5 «it 

So ^SH»JT1is 1^77^77*-7l/£7FL 
X-TSo Cti^H9iC7Kfo COS^, Att©S,a2*y 
20 YV—^-^tzXX^yY'y^y F 2 1 «X+>--^2 1 1 
t, 7 7^77*-;iv2 3©tt^ca&5-9— /«S7°p 
^->2 1 3 X7^77> F 2 7«X+J--^2 

1 1 ±-?mm LTV^S 77°'J ^r— > a >^7 F UX L & 
9i:LT^S 0 IS^^7>HISIt^P^2 

(iX7^Y7>htX -9—/ WSf iJ^iSME LTV S*I^ 

[0 0 3 4] *^<Dil(D^#^fflMt j;S»^T 
f±, 2 0<D7Pi'7AMt5„ -73©7°P7^A« 
50 X Windows S y s t e m75Y 7> h ©7°P 
^~>t LTSftgL, ft!7a©7 0 n7^A«X W i n d o 
ws Sy s t em-9— /W7°P + '>t LTiItS 0 
7^Y7y hiJ7n^^tt^*-y h7-7 (Tft^iS 
Yy^-^7 h) ±T*ffilL, LftfcTX Wind 
ows S y s t em^y-fTyhti^TTKFXS 
ftS C t S o d (7)^7^7 yy F «7°P * 
(i, 7rY77*-7F^iloTrt^(7)-9— /M«7°n+^ 

t i^rtr Kux2ft«£: tfl'-pf s„ cna, (St 

A, i: O 7 r Y 77 * -7F^ SOCKS;i7 ^r-^^^ffl 
40 LT, rtgPSOCKS|lfi7°n7^A^7E^-9--tfX^ 
7FUXLTS^-rs/cJ6©y-h7x^^g«LTt/^ 
S/cfeT-feSo C(D7°n^X«7vf*llLia7j)lDl?<SSo 
[0 0 3 5] El 1 0 fdTKf «t 5 fC, ZZKimntZCt 
(Cj;oT, FTP, TELNET, HTTP, MSM 
TPftSWy^-*7 F • 7°P7'^A(7)iiiJII(7)SOC 

^X-bK^o £(D&@,K£-dT, SOCKSt-;W 

«&6tf F >*;l^*tc#in*nx J;oTK#© s 

50 OC K SHUT C P/ I P7977>'FaF>'^;F(Dffi 
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2 ofiUiO 7^7-)* ~)\<l£f\L>f~ F -T S C t 
-;l/J:LTt^J:ms„ ^7^4-7 2 6ftvsx 

3 £77^77 M*S7°n4->2 1 3 fcCPalT? L S T P 
AMKfllSftSo CKDUffiMTIi, ^7^7 2 6 t 2 
•3«)»7 , n+i' 2 1 3 Sctf 2 2 3 tt, SOCKS it— 
^2 6 l*itT5 0 2-30»S^P*^f±, SOCK 

SU ^©77°'J7-7 3 7fc;i{ff£<fc^c:*x7v 

[0036] RTELNEb RFTP, RHTTP 
(Jgfl* TRJ «jI^77777h^S0CKjt-£tlT 

wct^t) s^oi^soc Rftsnft^<o 
gE#<D77777h^<g;5„ cm£,<£>77Y77H±, 

fta^ta^rYr^^-^itfes S OC KS^-H 
t <Dg|^*W# b Tfc t) , LWoTSOCKS^ 
t S O C R S 7°o h C t J; oT§S#) 

U socKSt- /W^S«prse:i:*fli^f-rSo 
[0 0 3 7] h y*Mc socks -9— /m&*ttto? 
SCtiaot, h SOCKS -9--/^^' 
3^ff5«fe5t&S 0 Lfttfota- RTEL 
N E T b T 7 r ^ 7 >7 * - ;!/ 1 gStST S ft fc> D 
fc, RTELNET#r^fflbTSOCKSOT!]-ftgF7 

iR£©t>3— 3©#*.;£ftt, F y^nmmK l o©7 
nhn;V (nwsocKS) ^ttiraU telne 

T, ETP, HTTPSS'(D7n F n^g&ttfcSSfff 
S SOCKSWM, TELNET, 

FTP, HTTP^^^rlliibTJS^TSi^thy* 

CRSS^7Y7yhtfSOCRS f-^WfLTS 

*^75 ct^isi^ £f stuiswk.b b 

T, 5&77Y77 F • 77°'J ^-73 7T-&S 

OC K Sigfi^Syn^^tr^-bXT'^S^^fcTS 

[0 0 3 8] K±, ^Hj^C^TUN I XV-^Xf 

7-/7 ^7-f77h, »*S7p*5', Jkri^my 0 

ftTVS„ bfrU fcfcjtfcf, #S<Dffl^fgfflBim 

(PC) S?tl^^7-7WA-371; 0 a-7±-ei 
fl&T^&VS&tt&^a cn», UNIXS«^6BijO 

So -flSt, §7n^Ift5A-F7i7/77h 
7x7 • 75v h7*-A±T*«ttl/r*s!K »iis7n 
+7, «7°n*7, &tfffi©«iS:7n:^>ffh 
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£*J#r 5Ctm§„ »S7°n*7 i: (fWn*7 

[0039] StfetbT, ^HJ^WctiibTKT 

[0040] (i) 7-- ^- 77U7-7 3 7£r8<ff|£ 
100-9— >%frStsmi<D*v F7-7 
t, 77V77F ■ T7V>r-i/3>zm®l£i£Z'p%; 
< fct 1 ^<D77777h-;&#t?H2(D*-y F7-7 
70 ^, Hi F7-7tl2©^7 h-7-7©9*><D 

h-7-7<Dnyt£a-7jftrH7H£SU Hi 
© 7 r 7 7 7 * -;F;¥H l © 7 r 7 7 7 * -;F© rtgpfr 
6^*^OSBH*ff -5 C J; -5 tt§ 77 h- 7 

x7 • 77^7-73 7^#t$\ 11077^77*- 
;Ffc, fiSt7 KUX"pJ|gr3:7-/^iifi7n4 : -7&D ; '7 
77'J^-y 3 > t, *B5t7FbXnTft£&77 
777h^7n^7&tf77777h- • 77°U^-7 
a>t %i<Dyr'fyv*-fr<DimK&t). Hi© 

20 7-^rtt<fe54'P E §7n^7t^#*, -9— ^f?S7n 
+7 ^77^77 FiRST'P+S'ff **VF tilg 1 ©7 r 
777*-;l^bT4^7n^7fccDg^T7, * 
/«S7±r*7fr£©g|ifc77Y7 
7h«7 , n+7^5<DSIt^tILT77^77h 

F£8l*>y h7-7Ii'7XfA 0 

(2) bV-?km2<0*y YV->7<D*)% 

2 <7)7 7 7 77 * -/P^H 2 ©7 7 -Y 77 
jo ^S^^oail^f Scfcfin^S^St-f £>77 F 
7x7 • 77°>J 7-7 3 7^#tyH 2 ©7 7^77*- 
;I/**6K:^ty, ±33 CO tfe«co/7r-y F£fft*v 
h7-^afH7X7A 0 

(3) 7-/^SS7°n+7fc, 77^77 M?«7n^ 

7t, wi7o^so c k sy—>mmm?z> h 

y*fr*Mi£U h SOCKS f-/^7 

3^*Hffr«, ±ta (2) tcfH«(D/^7-y hSSSI^-y 
h7-^51fH7X7A 0 

(4) • 77'J^-7 3 7^tK«'>^< t 
40 fc 1 -QC07-/^a-i&H 1 F7-7t, 7777 

7h • 77^-73 7*tfStS'>4< Tfe 1^<D 
77Y77h^#tJH2©^-y h-7-7fc. Hi tH2 
O^-y h y—2<D5-%<D—j3<D*y h-7-7©n7lfa 
-*KS^««b, HKD7r777*-;WHKD7 
r -^77 t 7J n T - 7 r7*^7fj )^L^l i 
Si^t-TSV^h^xr • 77°'J7-737^#tyH 
107r777*-;l/t, 7-^- 77°'J 7-7a Z/K 
=fc S 7 F UX^ nJi&f-/ ^*4ifi7° n 4- 7 1 , 7 7 7 7 
7h • 77°'J7-73 7tc£57F7X^pTtg%7^7 
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